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Equality Statement  

Farlingaye High School values diversity, and is determined to ensure that everyone is 

treated fairly, with dignity and respect; where the opportunities we provide are open to all; 

and that we provide a safe, supportive and welcoming environment - for staff, students and 

visitors.  

Equality Impact Assessment (EIA)  

This policy has been assessed with regard to its impact on equalities issue, with specific 

reference to the aims of the Equality Act 2010. The equality impact assessment focused on 

race, gender, disability, pregnancy and maternity, age, sexual orientation, gender identity 

and religion/belief.  

EIA outcomes  

• No areas of potential negative impact were found and actions resulting in positive impact 

are in place where appropriate.  

 



 

 

 
Individuals within the school organisation will have access to a wide range of personal 
information and data. The data may be held in a digital format or on paper. 
 
Personal data is defined as any combination of items that identifies an individual and 
provides specific information about them, their families or circumstances.  
 
This will include: 

 Personal information about members of the school community- including students, 
members of staff and parents/carers: names and addresses, contact details, legal 
guardianship contact details, health records, disciplinary records etc. 

 Curricular data; class lists, student progress records and reports. 

 Professional records; employment history, taxation and national insurance records, 
appraisal records and references. 

 Any other information that might be disclosed by parents/carers or by other agencies 
working with families or staff members.  

Some data is classified as sensitive personal data. 

This includes information concerning an individual’s;  

 racial or ethnic origin  
 political opinions  
 religious beliefs or other beliefs of a similar nature  
 trade union membership  
 physical or mental health or condition  
 sexual life  
 criminal convictions or alleged offences  
 medical records 
  
Some sensitive personal data is classified as high risk 
 
High risk personal information includes, but is not limited to:  

personal bank account and other financial information;  
national identifiers, such as national insurance numbers;  
personal information relating to vulnerable adults and children;  
detailed profiles of individuals;  
sensitive negotiations which could adversely affect individuals; and  
large numbers of records containing personal information.  

 
The need to ensure that data is kept securely means that precautions must be taken against 
physical loss or damage, and that both access and disclosure must be restricted.  
 
Personal data should generally only be made public if there is a legal or statutory 
requirement to do so. On occasion it may be appropriate to publish personal information with 
the individual’s consent. However, in such cases staff must ensure that the consent is fully 
informed and freely given. Staff must also be aware that it is possible to withdraw consent at 
any time and, if that happens, publication of the data must cease immediately.  

 
All staff are responsible for ensuring that:  
 
 

 any personal data which they hold is kept securely;  

 personal information is not disclosed either orally, in writing, electronically or 
otherwise to any unauthorised person 



 

 

 any lists of students printed for display show name, year and form only 

 no photographs of students are displayed alongside their personal information. This 
includes actual grades, predicted grades and similar data 

 references requested are vetted by the headteacher prior to sending out of school, if 
they include data held by the school not previously made available to the third party 
by the ex student / ex colleague 

 team rooms, offices and other places where information is stored are locked when 
not in use 

 breaches of keypad security are reported to the bursar immediately 
 

 
Personal information should be:  
 
if hard copy:  

 kept in a locked filing cabinet or in a locked drawer when not in use; and  

 disposed of as confidential waste.  
 

if electronic:  

 be password protected or kept only on portable media (pendrive etc) which is itself 
secure in accordance with the school’s policy (password protected).  

 be deleted in accordance with corporate retention periods and evidence of such 
deletion recorded to provide for necessary audit trails.  

 
It is a criminal offence for any member of staff to process personal information in a manner 
which they know they are not authorised to do so. 

 
  

In practical terms, the school management team, including the designated Data Protection 

Officer must review data collection procedures to ensure that the personal information 

gathered from parents, staff and students for processing is strictly necessary and is the 

minimum amount required for legitimate school purposes. They must also; 

 understand what information is held, for how long and for what purpose 

 know who has access to protected data and understand why they have access 

 ensure an inventory of the categories of personal information processed is 

maintained (using the three categories of personal information as a template for this 

inventory). This inventory will be reviewed and updated annually. Changes of 

practice will be notified to the school Data Protection Officer immediately 

 ensure that we tell parents, staff and students about how personal information will be 

used and by whom 

 limit ‘author access’ to school social media pages to those with the headteacher’s 

permission  to revise content 

 Keep all personal information secure 

 Follow clear procedures when responding to requests for information from external 

sources, these being; 

 

1. Pass all requests for data and privacy notices to the member of the management 
team designated as Data Protection Manager, for their action, in accordance with 
school policy 

2. Acknowledge, investigate and respond to all complaints relating to a request for 
information through the headteacher in the first instance 



 

 

 

Appendix to Data Protection Policy – Good practice 

o No addresses or contact numbers/emails etc to be written in teacher planners 
(including your own).  These are, by the nature of the document, left around on 
desks, in rooms etc 

o The school bulletin must be maintained in a secure environment.  They should not be 
left in classrooms.  When you are finished with it, it should be placed in a secure 
recycling bag/bin in an office NOT a classroom or it can be shredded 

o No student addresses to leave the premises unless essential (eg forms for a trip).  If 
they are taken home they must not be left in a car overnight.  When finished with all 
details should be shredded.  If there is a chance the forms may be needed for a 
future trip they should be stored in a locked filing cabinet, in an office that is locked  

o No log in or password details should be written down together.  They certainly should 
not be next to a computer. 

o For staff who handle student data regularly (BSAs,LSAs, attendance officers, 
administration team, finance, SLT, KS leaders etc) At the end of every day any 
personal information on a child is locked away before leaving.  Even a letter with a 
home address on that does not talk about anything confidential pertaining to a child 
must be put away. 

o No information can be pinned on office walls that contains personal information. Info 
regarding health issues, SEN, personal circumstances may be displayed on the 
inside of a cupboard door. 

o All registers containing vulnerable group information must be locked away.  They 
CANNOT be left on classroom desks, including class picture sets. 

o Offices must NOT have personal information on walls, including vulnerable groups, 
contact details, etc. Photos with names only are acceptable. 

o No information from SIMS should be written down eg a phone number on a contact 
slip. 

o When you leave your office for long periods of time and at the end of the day you 
must lock your office (offices can be open in areas where staff are around all the time 
during the day). 
 

o The hatches in the front office must be locked. 
 

o The register trolley must be placed in the medical room at the end of every day. 
o The front office door must be closed from 5pm. 
o All team rooms must be locked at the end of the day and breaks and lunchtimes if 

staff are not in the area. 
o All cleaners must take wedges out of doors as they leave, even if they are not locking 

them. 
o All personal information must be behind one lock, sensitive personal information 

must be behind two locks. 
o Passwords are to be strong and changed every 90 days (April 2015) 
o Staff should be aware of their surroundings when taking confidential telephone calls. 

Ring back if privacy is required 
o Staff should take care to use password protected emails with sensitive personal data 

and avoid email chains being distributed unnecessarily. 
 

Recommended things to help 

o Close all your classroom/office windows at the end of the day. 
o Undertake spot checks when you walk into offices, particularly if you are in school 

when ‘the day is over’.  Be confident and tell someone if they have left something out.  
We all have a collective responsibility. 

 



 

 

Memory sticks and external drives 

 

o All staff MUST go through their devices and remove any permanent files with 
personal information 

eg transition matrices - vulnerable group data 

     registers 

     photos – all 

  

OR  keep them but encrypt the file. 

None of the above can be stored in iCloud, Dropbox, etc - it is not secure 

 

o Your laptop should not be used by family members. 
 
In any case, ensure that laptops are locked away securely at the end of the day, not 
left in classrooms! 
 
 

 
 

 

 
 

 

 

 

   


